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Section I. Prerequisites

Section Il. First Time Use - Installing the Any Connect VPN Client

Section lll. Subsequent Use — Using AnyConnect to Access the City of South Bend Network
Section IV. Accessing the City of South Bend Network using Remote Desktop Connection
Section V. Logging off the Remote Desktop Connection and Disconnecting from the VPN
Section VI. Reporting Problems

Section |. Pre-Requisites

You must have an Active Directory Account and be assigned to the correct User Groups. Department
Head Approval may be required to allow VPN connection to the City Network.

You may be required to install the Java Runtime Environment before you will be able to successfully
install the AnyConnect program. You can download this Java program at http://www.java.com.

Section Il. First Time Use - Installing the Any Connect VPN Client

The Cisco AnyConnect VPN client is a web-based VPN client that does not require user configuration.
VPN is a secure method of accessing City of South Bend computer resources.

1. Point your browser to https://sslvpn.southbendin.gov

@) There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

The security certificate presented by this website was issued for a different website's address.
Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

I % Continue to this website (not recommended). I

® More information
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2. Make sure City Employee is selected for the GROUP. Enter your Active Directory username and
password.

Please enter your username and password.

GROUP:  [CityEmployee |
USERNAME: | |
PASSWORD: | |

Login |

3. Click Login

4. The AnyConnect Client will begin the installation process.

.éll‘s.::lc;' AnyConnect Secure Mobil

AnyConnect Secure Mobility Client Downloadér
The AnyConnect Downloader is performing update checks... _:I nt.

= Eto

\

Help Download
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5. Answer Yes to any Security Alerts

9(.“1 This page requires a secure connection which includes
=] server authentication.

The Certificate Issuer for this site is untrusted or
unknown. Do you wish to proceed?

N,

Yes | No | ViewCeticate | Moelnfo |

6. Once the installation is completed, you will receive message stating “Connected to
sslvpn.southbendin.gov”

i1liaafn AnyConnect
CISCO Secure Mobility Client

¥PN: Connected to sslvpn.southbendin.gov.

I::-;I'-.«Qru .southbendin.gov l ﬂ Disconnect I

Advanced...

7. The Cisco AnyConnect Client Icon will appear in the Notification Tray.
@I

8. You can disconnect the session by clicking the Disconnect button on the AnyConnect Client or by
right-clicking the AnyConnect Notification Icon and selecting VPN Disconnect or Quit
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Section lll. Subsequent Use — Using AnyConnect to Access the City of South Bend Network

Once the AnyConnect Client is installed on the machine, you only need to launch the client and login.

1. Click Start > All Programs > Cisco > Cisco AnyConnect Secure Mobility Client > Cisco AnyConnect
Secure Mobility Client

= @ Cisco fi Cisco AnyConnect Secure Mobility Client & Cisco AnyConnect Secure Mobility Client
€ Internet Expl¢ ) Del System Manager
@ Cisco AnyConne ) Games s »
T Intel
Command Promg fin]

(5 [T) Intel PROSet Wireless
“A. Remote Desktop @ Kaseya
B ‘WordPad IT) LAN-Fax Utilities
Y Paint i) Mchfee
B Notspad (=) Novell (Common)
) Novell GroupiWise
7] Renesas Electronics
i) SetPoint
) Startup
) VideolAN
Adobe Reader X
€ Internet Explorer
€3 My Bluetooth Places ol
... Remote Assistance
&) Windows Media Player

vy v Y Y VYTVYTYTYTVYVYTYYVYTYw

All Programs

Logoff [0 shut Down
illﬂStan R Ne ) | ¥ untitled - paint I (3 AnyConnect I | Z|« Bl

2. Verify the City Employee GROUP is selected and login with your Active Directory Username and
Password.

Cisco AnyConnect | sslvpn.sc ﬂ

Please enter your username and password.

Group: |city Employee =~
Username: I
Password: I

| OK I Cancel
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3. You can disconnect the session by clicking the Disconnect button on the AnyConnect Client or by
right-clicking the AnyConnect Notification Icon and selecting VPN Disconnect or Quit

Section IV. Accessing the City of South Bend Network using Remote Desktop Connection

Once you have connected to the VPN, you can access the City of South Bend Network with your laptop,
or using a Terminal Services Server.

1. Start the Remote Desktop Session > Click Start > All Programs > Accessories > Communications >
Remote Desktop Connection

For the computer name, type: VPN

@ Communications HyperTerminal
Network Connections

>

<
Network Setup Wizard

ES

Remote Desktop

[5] New Connection Wizard
-
*)

~

\ Wireless Network Setup Wizard
@ HyperTerminal >
€) Bluetooth File Transfer Wizard
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[ Connect ][ Cancel ][ Help HOptions»]

Using the Remote Desktop Connection application, you can login to the City of South Bend Network
and access your network files and the most common applications.

Select your department from the drop down menu on the Novell Login box. In most cases, your
Novell User ID is your first initial and the first 7 letters of your last name.
Example: the user name for John Thompson would be JTHOMPSO

Novell Login [ X] I

City of South Bend Network

Information Technologies
245-6000

Lacaton: | Acminstration and Finance ¥
Adinisiration and Finance
s Buldng Depatrent
Usemame: gamd SeErvices

. tp Council

Passwod: | (g0 Difce

Cods Enforcemert
Communty Developrert
Ecomamic Develorment
Engreerng
Erwaronmental Sevices - Admn -
Ervaronmental Services - Calege

Erndronental Sevices - Lab

Ervaronmental Seivices - Offine

Erwironmental Seivices -Heaowic

Fre Depattment

Human Flighls Commission

Infoimation Techrologes

Legal Dacartment

Mayer's Ofbee

Moris Bex Office

Motz Perlorring s Center

Parks - Maintenance Garage i
Pxks - Otice

Parks - Hecreation

Pdice Dept - Cormunizaions

Paiice Dept - Ciime Pievention

Paiice Dept - Datective Sureau

Paiice Dept - Ofce

Palice Dept - Roszeds

Prlice Nept - Sevices :‘
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4. Enter your Novell password.

Section V. Logging off the Remote Desktop Connection and Disconnecting from the VPN

Once you have completed your work, click Start > Log off (notice you will not have the option of
restarting or shutting down the computer). This will disconnect your Remote Desktop Connection
into the VPN server. You will still be connected to the City’s network until you disconnect your

session.

Y ~ |

@ What do you want the computer to do?
|
:

Ends your session, leaving the computer running on
fFull power.

| QK I Cancel Help

You can disconnect the session by clicking the Disconnect button on the AnyConnect Client or by right-
clicking the AnyConnect Notification Icon and selecting VPN Disconnect or Quit

Open AnyConnect

VPN Disconnect

About
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Section VI. Reporting Problems

10.0 Reporting problems

Contact Information Technologies @ 245-6000 during normal business hours (8:00-4:30 M-F).
When reporting problems with the City’s VPN system, it is best to include as much information
about the problem as possible. Please be sure to include the following in all problem reports.
1. Your name, daytime and evening phone numbers and email address.

2. Operating System of the computer you are using.

3. Version of Web Browser you are using.

4. A brief, specific description of the nature of the problem, include all error messages.

5. Some indication as to when problems first began. Indicate if you have successfully
connected in the past, did anything change?



